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ABSTRACT

Passwords, Patterns and Finger prints are a ubiquitous part of the present age. They are the keys to unlock our online profiles, bank
accounts, mobile phones, iPad, opening money Box (safe) which is hosted across a plethora of websites and other electronic devices.
With each of our profiles necessitating a separate password, it is not uncommon for people to need up to 50 passwords. Recent
events have now seen hundreds to millions of passwords leaked in online, more than one hundred million LinkedIn logins and tens
of millions of Twitter logins were made available on the darknet. This paper aims at proposing a novel objective approach which
utilizes wrinkles on the back four fingers of the human to create patterns or passwords automatically using randomization by
extracting the four fingers back wrinkles using sensors then merging all four fingers’ wrinkles together and make the system to
create pattern or password without known by the user or any human beings. Each and every time the same wrinkles group is
detected it creates and changes new passwords. This cannot be known to anyone. This can be done through image enhancement
and morphologic methods through wrinkle retrieval. We identify the pixels of the image of wrinkles and label them as letters for
each and every pixel of a particular finger wrinkles and give decimal values from the ASCII table. We merge all four finger tables

and start creating randomized patterns using Boolean Expression. The methodology is explained below.
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INTRODUCTION

We are trying to introduce new method of creating
passwords and patterns. People are very clever in assuming and
getting passwords as they tried level best to encrypt or decrypt.
Especially the programmers know how to retrieve them; we
have a big solution to this passwords hackings. The logic is very
simple. We introduce Finger back wrinkles counting. Through
CMOS sensor we take the image of finger back wrinkles are
detected. Through the process of Image enhancement and
Image morphology we detect the wrinkles line clearly and
trying to identify the pixels. Using ASCII code, decimal and
binary values. Finally we merge all tables with decimal values
are letter and connect them randomly using programming.

METHODS
Binary Image

The back finger wrinkles are converted into Binary Images in
order to see lines clearly through image enhancement method
(IHM) it makes the line visible and clear. They are displayed
as black and white. Numerically, the two values are often 0 for
black, and either 1 or 255 for white as seen in picture (Figure 1).

Image Morphology

Using Image Enhancement and Image morphologic we try
to get pixels. Each and every pixel is calculated using ASCII
code and converted into Binary. The process as follows.

il A

Figure 1: Hand image.

Pixel Calculation of Index Finger
Before Morphological

These wrinkles are taken from Index finger. Using
enhancement technique the wrinkles are defined as lines which
is seen clearly. These lines are converted into Morphologic
image in order to get pixels (Figure 2).

It is the morphological diagram for index finger. We can
use as binary image. All the white color circle indicated as 0
and filled blue color is indicated as using ASCII code we can
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take values for filled blue color circle, so we take the value for
letter B. so the calculation of the index finger as follows:
ASCII code for W = 87 decimal values
ASCII code for B = 66 decimal values

For Light Blue we have small letter b = 98 decimal values
(Tables 1-3).

This process is repeated for all 4 fingers. The assumption as
follows. The wrinkles images are converted into Binary Image
and Morphological Form. We repeat the process for the other
three fingers. The wrinkles are detected and converted into
morphological images in order to get pixels as shown in the
following figures. In the same way each pixel of the colour is
assigned to Dark Blue (B) light blue is (b) and the white space
is W. We fill the tables with letters and the corresponding
decimal values from ASCII table. The decimal values will be
converted into binary code. Each fingers pixel table is indicated
with different colors. Using different Biometric methods we
try to get the wrinkle lines very clearly. The pattern methods

Table 1: Pixel Representation of Index finger

w w w w w i Y w
W \ W W b b W W
w B B B b b B B
w B B B b b B B
W w B B b b b b
w w \ \ Y b w W

can be created using Boolean Expression. It is clearly seen in
Figure 3.

Now we connect all the wrinkle lines together with letter
assigned for Randomizing. The four tables of Index finger,
Middle finger, Ring finger and the baby fingers are put together.
We make the possible patterns by using randomization.

The possible assumed patterns are:

e  Removing white space connecting all Capital B and small b
e Removing Capital B and connecting all small Bs

e  Connecting All Capital B in table 1 and 3

e Connecting all Small b in table 1 and B in 3 tables.

Like that we can assume millions of way to create pattern.
Passwords also can be processed from the table as follows
WbwB =87988766

BBWbb= 6666879898

The letters can be picked randomly and converted into
decimal and binary. We can create millions of passwords
(Figure 4).

Making Pattern by removing all white space (Figure 5).
Pattern Method 1:

Index Finger Middle Finge Ring Finger Baby Finger

Table 2: Indicates the corresponding decimal values

87 87 87 87 87 87 87 87
87 87 87 87 98 98 87 87
87 66 66 66 98 98 66 66
87 66 66 66 98 98 66 66
87 87 66 66 98 98 98 98
87 87 87 87 87 87 87 87

From this table we can calculate the total number of pixel values
Binary Value.

Table 3: Total Number of element or pixels = 6 x 8 = 48
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1010111

1000010
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Figure 2: Index finger after Morphological.

Here we get 4 different patterns. The computer can choose

as patterns.
Pattern Method 2:
Removing small letter b:
Index Finger Middle Finger

Ring Finger Baby Finger

ww[w[w w [w [w]w[w]w][w

Pattern Method 2
Removing Capital Letter B:

Middle finger Ring finger Baby finger

1 L

Figure 3: Merging all the wrinkles hexadecimal values.
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Jindex Finger Middle Finger Ring Finger Baby Finger

b
w 8 [8 |5 [B
b
b

@

b
B
B |w b |w
b
B

Figure 4: Assumed Randomized Patterns.

Index Finger Middle Finger Ring Finger Baby Finger

v [w [ww w]w]w]w]w Jw [w]w]w]w]w]w w [w e

wlw [ww]w][w]e [o [w

b

w ¥
w b
w b |w b b
3 b b
v s v |v b |
b

Figure 5: Pattern Methods.

« Simplify: A(A +B) + (B + AA)(A + B):

Expression N Rule(s) Used

A(A+B)+(B+AA)YA +B) Original Expression

AA+AB+(B+A)A+(B+A)B  Idempotent (AA to A), then Distributive, used twice.

AB+(B+A)A+(B+A)B Complement, then Identity. (Strictly speaking, we also used the Commutative Law for each of these applications.)
AB+BA+AA+BB + AB Distributive, two places.

AB+BA+A+AB
AB+AB+AT+AB
AB+AB+T+B)

Idempotent (for the A's), then Complement and Identity to remove BB.
Commutative, Identity; setting up for the next step.
Distributive.

AB+A Identity, twice (depending how you count it).
A+AB Commutative.

(A+RA)A+B) Distributive.

A+B Complement, Identity.

Figure 6: Simplification of Boolean Expression.

Mathematical Pattern designing Using randomization. The
following rules of Boolean Expression can be used for Pattern
designing

Commutative Law
(aQ)A+B=B+A
(b)AB=BA

Associate Law
(a)(A+B)+C=A+B+C)
(b)(AB)C=A(BC)

Distributive Law
(AQ)AB+C)=AB+AC
bB)A+BC)=(A+B)(A+C)

Identity Law
(QQA+A=A
(b)AA=A

Redundance Law
(AQ)A+AB=A
(b)AA+B)=A

(AQ)0+A=A
(b)OA=0

@Ql1+A=1
(b)1A=A

De Morgan’s Theorem

(a) (A+B)=AB

(b) (AB=A+B

The pattern can be done with simplification of Boolean
Expression (Figure 6).

In this simplification A+B can be joined and can be
designed pattern or password only with units. In the example,
write “Magnetization (A/m)” or “Magnetization {A [m(1)]}
not just “A/m”. Do not label axes with a ratio of quantities
and units. For example, write “Temperature (K)”, not
“Temperature/K”.

CONCLUSION

People are very intelligent to crack password though it
is encrypted in a complicated way. Children about 12 years
started aiming at hacking. The hacker wants to access your
online data by simply guessing your password; you're probably
toasted inless than an hour. Now, there’s more bad news:
Scientists have harnessed the power of artificial intelligence
(AI) to create a program that, combined with existing tools,
figured more than a quarter of the passwords from a set of
more than 43 million LinkedIn profiles. Yet the researchers say
the technology may also be used to beat baddies at their own
game. Here is small idea I have presented where people cannot
know or assume or imagine each and anyone’s password. The
human beings can be easily found using their wrinkles though
they switch off or change their simcards. Iwould like to
introduce this method of protecting passwords we can reduce
online theft.
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