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Abstract

Cryptography is one among the most important techniques used for securing the transmission of
messages and the protection of data and Graph Theory is one of the techniques used to protect the
data. Cryptography is especially used to make the text unintelligible and non-readable through the
encrypt and decrypt process. In this paper, we use graph theory to encrypt and decrypt the message
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Introduction
Complete Graph

A simple graph in which each pair of
distinct vertices is adjacent is called a complete
graph. It is an undirected graph. A complete
graph is denoted as ks, where n is the number of
vertices.

Spanning Tree

A spanning tree T a graph G is a subgraph
containing all the vertices of G. It is a minimal
set of edges that connects all the vertices of G
without creating any cycles or loops. The
minimum spanning tree is one with the least
weight.

Weighted Graph

A weighted graph is a graph in which
each branch is given a numerical weight. A
weighted graph is a special type of labeled graph
in which the labels are numbers.

Cryptography

Cryptography is a method of protecting
information and communications through the use
of codes so that only those for whom the
information is intended can read and process it.
It is associated with the process of converting
plain text into cipher text. The prefix “crypt”
means “hidden” or “vault” and the suffix
“graphy” stands for “writing”.

Problem

We proceed to encrypt the text or data,
suchas “CO M P L E T E”, before transmitting
it securely to the receiver on the other end. This
ensures that the information remains confidential
during transmission.

Each letter is represented as a vertex in the
graph, and the connection between vertices
forms edges in the graph.
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@ @
O ®
Figure: Letter into vertex (node)

Here’s the cycle graph formed by linking
each two characters in alternating lines.

®

Figure: Cycle graph
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Moreover, we use the encoding table to
mark each edge.

Encoding table

AfBfCcfD| - . .. WYz

1234 - . . - (BRI BB

Figure: Encoding Table
Distance of CO = Code (O) — Code (C)
=15-3 =12.
We may infer the lengths of the other edges
in a similar manner. Next, we name the graph

that includes every letter in plain text, and the
result is a weighted graph.

12

C

Figure weighted graph

Then, in order to create a full graph, we
continue to add edges. Each new edge has a
sequential weight that begins at the maximum
weight of 26, which is found in the encoding
table. Thus, we can add 27, 28, and furthermore.
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Figure Complete graph
Therefore, we can take,

Distance of CM = 31; CP = 30; CL = 29; CE =
28: CT = 27;

Distance of OP = 36; OL = 35; OE = 34; OT =
33; OE = 32;

Distance of MC = 31; ML = 40; ME = 39; MT =
38; ME = 37;

Distance of PC = 30; PO = 36; PE = 43; PT =
42; PE =41,

Distance of LC = 29; LO = 35; LM =40; LT =
45: LE = 44;

Distance of EC = 28; EO = 34; EM = 39; EP =
43: EE = 46;

Distance of TC = 27; TO =33; TM =38; TP =
42: TL = 45;

Distance of EO = 32; EM = 37; EP = 41; EL =
44; EE = 46;

C 0 M P L E T E

A
0 12 31 30 29 28 27

12 0 -2 36 35 34 33
31 -2 0 3 40 39 38
30 36 3 0 —4 43 42
29 35 40 -4 0 =7 45
28 34 39 43 -7 0 15
27 33 38 42 45 15 0

-2 32 37 41 44 46 -—15

Next, insert a special letter A before the
first character to indicate that it is the first one.
This way forms the complete graph with special
character

Distance of AC = Code (C) — Code (A)
=3-1
=2

m=eEmeev 200
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v Figure complete graphs with special characters
J . . Then, create a matrix representation of
C \;\ the above graph.
I cC 0 M P L E T E]
2 0 o0 0 0 0 0 0 1
0 12 31 30 29 28 27 -2

12 0 -2 36 35 34 33 32
31 -2 O 3 40 39 38 37
30 36 3 0 —4 43 42 41
29 35 40 —-43 0 -7 45 44
28 34 39 4 =7 0 15 46
27 33 38 42 45 15 0 -—15
-2 32 37 41 44 46 -—-15 0 -

Now, we build a spanning tree in the graph above.
@

2

o

1]
H-Emererw 00>
coococoococoNo

Figure: Spanning tree

A C O M P L E T E
A0 2 0 0 0 0 0 0 0 1
c|z 0o 12 0 0 0 0 0 0
ojo 12 0 -2 0 0 0 0 0
MO 0O -2 O 3 0 0 0 0
B=P[0 0 O 3 0 -4 O 0 0
LIO 0 O 0o -4 0 -7 0 0
EIO 0 O 0 o -7 0 15 0
T|O 0 O 0 0 0 15 0 -15
E 0 O 0 0 0 0 —-15 0 -

Encryption Process
Certainly, you can store the character order in the diagonal instead of zeros as follows:

172



LouisSaveinDupuisJ.Multidiscip.Res.2024:3

Character | A o | M | P L E T E
Order | 0 2 3 < ] b ) 8
Then,
0 2 0 0 0 0 0 0 0 1
2 1 12 0 0 o0 © 0 0
0 12 2 -2 0 0 0 0 0
0O 0 -2 3 3 0 0 0 0
The modified BisB'=[0 0 0 3 4 -4 0 0 0
0 O 0 0 -4 5 -7 0 0
o o o0 o o0 -7 6 15 0
0 O 0 0 0 0 15 7 —-15
0 0 0 0 0 0 0 -—-15 8
We multiply matrix A by B to form C. C = A*B'
r 4 2 24 0 0 0 0 0
0 148 -38 159 97 —-171 370 639
64 12 148 102 -2 —207 454 261
62 7 368 13 —148 -85 524 296
C=1[60 462 426 -63 25 —-321 916 324
58 449 338 38 104 65 633 —450
56 436 326 178 317 —207 274 —-585
54 423 314 174 102 —48 =225 450
L—4 382 -—-34 170 99 —266 —257 585
Then, use a public key K to form the final cipher text C;
11 1 1 1 1 1 11
0 111 11111
0 01 111111
0O 001 11111
K=10 0 0 0 1 1 1 1 1
0O 00 0 0 1 1 11
0O 00 00O 1T 1 1
0O 000 OO 0 1 1
‘0 0 0 0 00O 0 0 1
So, cipher textC; = K* C
314 2321 1872 771 594 —1240 2689 1520 —13117
310 2319 1848 771 594 —1240 2689 1520 -—1311
310 2171 1886 612 497 —-1069 2319 881 —890
286 2159 1738 510 499 -—-862 1865 620 —651
Ct 224 2152 1370 497 647 —-777 1341 324 =377
164 1690 944 560 622 —456 425 0 -75
106 1241 606 522 518 —521 —-208 450 248
50 805 280 344 201 —314 —482 1035 105
L—4 382 —-34 170 99 -—-266 —257 585 225 -

We now send the encryption data C; to the receiver.
314 2321 1872 771 594 -1240 2689 1520 -1311
3102319 1848 771 594 -1240 2089 1520 -1311

0
—421
—239
—274
—302
—323
143
—-120

225 -
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3102171 1886 612 497 -1069 2319 881 -890
286 2159 1738 510 499 -862 1865 620 -651
224 2152 1370 497 647 -777 1341 324 -377
164 1690 944 560 622 -456 425 0 -75

106 1241606 522 518 -521 -208 450 248
50 805 280 344 201 -314 -482 1035 105
-4 382 -34 170 99 -266 -257 585 225
Decryption Process

On the receiver side, C is obtained by multiplying the cipher text received with the inverse of
shared key k. Then calculate B by multiplying C by A

1 -1 0 0 0 0 0 0 07
o 1. -1 0 0 O O 0 O
o 0 1 -1 0 0 0 o0 O
o 0 0 1 -1 0 0 0 O
SinceK=lo0 0 o0 o 1 -1 0 0 O
o 0 0 0 O 1 -1 0 O
o 0 0 0O O 0 1 -1 o0
o 0 0 0 O O O 1 -1
o 0 0 O O 0O 0 0 1

314 2321 1872 771 594 -—-1240 2689 1520 -—13117
310 2319 1848 771 594 -—-1240 2689 1520 -1311
310 2171 1886 612 497 -1069 2319 881 —890
286 2159 1738 510 499 -—-862 1865 620 —651
Ct =|224 2152 1370 497 647 —-777 1341 324 377
164 1690 944 560 622 —456 425 0 —75
106 1241 606 522 518 —521 —-208 450 248
50 805 280 344 201 -—-314 —482 1035 105
L—4 382 -34 170 99 -266 —257 585 225
4 2 24 0 0 0 0 0 0

0 148 -38 159 97 -—-171 370 639 —421
64 12 148 102 -2 =207 454 261 —239
62 7 368 13 —148 -85 524 296 274
k*C= |60 462 426 —-63 25 —321 916 324 -302|=C
58 449 338 38 104 65 633 —450 -323
56 436 326 178 317 =207 274 585 143
54 423 314 174 102 —48 =225 450 -—120
L—4 382 -34 170 99 266 -—257 585 225

Therefore B = C*Al

174



LouisSaveinDupuisJ.Multidiscip.Res.2024:3

4 2 24 0 0 0 0 0 0
0 148 -38 159 97 —-171 370 639 —421
64 12 148 102 -2 =207 454 261 —239
62 7 368 13 —148 -85 524 296 —274
C= |60 462 426 —63 25 —321 916 324 =302
58 449 338 38 104 65 633 —450 -—323
56 436 326 178 317 =207 274 -—585 143
54 423 314 174 102 —48 =225 450 —-120
—4 382 -34 170 99 —266 —257 585 225 -
Then,
Find the inverse of A
R 1 .
Al= Tl adj(A)
r—17515 1 —14498 47430 24368 —91463 32159 19942 —750914
24399 E 36599 12199 36599 30499 12199 91499 30499
> 0 0 0 0 0 0 0 0
14498 —-10358 10936 27805 —10330 22230 36483  —38091
36599 54899 60999 54899 91499 18299 27449 30499
47430 10936 —-11407 —28510 47935 —76429 —39591 41474
12199 0 60999 60999 60999 30499 60999 30499 30499
A'1= 24368 0 27805 —28510 —29943 15489 —25286 —40813 44878
36599 54899 60999 54899 91499 18299 27449 30499
—91463 —13030 47935 15489 —31919 27397 90233 —-28027
30499 0 91499 30499 91499 30499 30499 91499 30499
32159 22230 —-76429 —25286 27397 —-52825 —82122 28679
12199 0 18299 60999 18299 30499 60999 91499 30499
19942 0 36483 —39591 —40813 90233 —82122 -17364 18711
91499 27449 30499 27449 91499 91499 27449 30499
—-75091 —-38091 41474 44878 —-28027 28679 18711 —-21570
- 30399 30499 30499 30499 30499 30499 30499 30499 -
For finding matrix inverse, Python provides a sophisticated
Python,
0 2 0 0 0 0 0 0 0
2 1 12 0 0 0 0 0 0
0 12 2 -2 0 0 0 0 0
0O 0 -2 3 3 0 0 0 0
C*A'=l0 0 0 3 4 -4 0 0 0 | =B
0 0 0 0O -4 5 =7 0 0
0 0 0 0 0 -7 6 15 0
0 0 0 0 0 0 15 7 —-15
0 0 0 0 0 0 0 -—15 8
Where C*Al = B, By using Figure 2.2.1. The modified B
Character | A | ¢ 0 M P L E T E
Order 0| 1 2 3 4 5 b T 8

coding method. By using programming in
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0 2 0 0 0 0 0 0
2 0 12 0 0 0 0 0
0 12 0 -2 0 0 0 0
0 0 -2 0 3 0 0 0
B=|0 0 O 3 0 -4 0 0
0 0 O 0o -4 0 -7 0
0 0 0 0 0o -7 0 15
0 0 O 0 0 0 15 0
0 0 O 0 0 0 0 -15

I
ul

O R OO OO O OO
L J
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Then, B indicates the below graph figure regardless of the diagonal, we use it to retrieve the original text.

Suppose, we take vertex 0 is A, and by using the encoding table

Figure: Decrypted graph
Node (1) = Code A + 2 = 3 which is Character C

Node (2) = Code C +12 = 15 which is Character
O

Node (3) = Code O -2 = 13 which is Character M

Node (4) =Code M + 3 = 16 which is Character
P

Node (5) = Code P - 4 = 12 which is character L
Node (6) = Code L — 7 = 5 which is character E

Node (7) = Code E + 15 = 20 which is character
-

Node (8) = Code T -15 =5 which is character E
Which gives original text Complete

Conclusion

In this paper work, we have studied an
encryption technique for hiding the plain text
message and for decryption technique for
recovering the hidden text into the original text.
We used a complete graph and spanning tree of
the length of size of the message and also made
use of the weighted graph. We develop a

complete graph matrix and spanning tree matrix
based on edge labeling using the encoding table
.We modified the spanning tree with the use of a
special character and applied matrix operations
on these two complete matrices A and modified
spanning tree Matrix B to get the First cipher
text C matrix. Multiply the public key K matrix
and C matrix to form the final cipher text C:. In
the decryption process, recover the encrypted
data into the matrix by the use of shared key K.
The product of complete graph Aland first
cipher text C matrix (A™C) to form the B matrix
and the diagonal entries of B with Special
character which gives the original text.
Therefore, a multilayered hiding of the original
plain text is obtained using the concept from
Graph Theory which gives much-hidden cipher
text cipher text serving the purpose of highly
safe data transfer.
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